MHOOPMALMOHHAA NMAMATKA
AnA PASMELLEHUA
HA OPULUUNANIBbHbIX UHTEPHET-PECYPCAX

C kaxgblM rogomM MOJSIOAEXU B MHTEPHEeTe CTaHOBUTbCA Borblue, a
LLUKOMBbHUKA OLHW M3 CaMbIX aKTMBHbIX Mnosib3oBaTenen PyHeTa. Mexay
TeM, MOMUMO OFPOMHOr0 KonmM4yecTBa BO3MOXHOCTEW, MHTEPHET HeceT U
npobnembl. 3Ta NnamaTka OomMKHa nomodb Tebe 6e3onacHO HaxoAUTLCH B
ceTu.

KoMnbroTepHble BUPYCHI

KoMmnboTepHbIN  BUPYC - 3STO Pa3HOBUAHOCTb  KOMIMbKOTEPHbIX
nporpamm, OTNNYNTENBHON  OCOBEHHOCTbLIO KOTOpOM  SABMSeTCH
CMOCOBHOCTb K pasMHOXeHWto. B gononHeHne K 3aToMy, BUMPYCbl MOTYT
NnoBpeauTb WKW  TMOMHOCTBbI  YHUMTOXWUTL BCe aunbl UM JaHHble,
NOOKOHTPOSbHbIE MOMb30BaTENto, OT UMEHW KOTOporo Obifia 3anylieHa
3apaxeHHas nporpaMmma, a Takke MNoBpeauTb WU [daxe YHUYTOXWUTb
onepaumoHHY0 CUCTeMy CO Bcemu (panrnamu B uernom. B GonblinHcTBe
Crny4yaeB pacnpoCTPaHSTCA BUPYCbl Yepes UHTEPHET.

MeTofbl 3aWMTbl OT BPEAOHOCHbLIX NPOrpaMm:

1. Wcnonb3yn coBpeMeHHble OrnepaunoHHble CUCTEMbI, UMeloLme
CepPbE3HbIN YPOBEHb 3alUUTbl OT BPELOHOCHbIX NporpamMm;
2. [loctoaHHO ycTaHaBnmuBan natyn (uMdpoBble 3annaTtkuv, KoTopble
aBTOMaTUYECKN YCTaHaBMMBAOTCA C LeENblo AopaboTku nporpammbl) U
apyrme obHOBNEeHUs1 CBOEN onepaunoHHON cuctembl. CkaumBam UX TOSNbKO
Cc odmumanbHoro camta paspabotumka OC. Ecnm cywecTByeT pexum
aBTOMaTU4ECKOro 0BHOBMEHNS, BKINOYN €r0;
3. Pabotan Ha cBoeM KOMMbKOTEPE MOA NpaBamu MNOMb30OBaTeENd, a He
adMUHUCTpaTopa. JTO He No3BOSUT  BOMbLUIMHCTBY  BPEeLOHOCHbIX
nporpamMm UHCTanIMpoBaTbCA Ha TBOEM NEePCOHanbLHOM KOMIMbIOTEPE;
4. Wcnonb3yh aHTUBUPYCHblE MNPOrpaMMHble MNPOAYKTbl  U3BECTHbIX
npounssoguTenen, c asToMmaTtuyeckum obHoBrneHnem 6as;
5. OrpaHunyb msnyecknin JOCTYN K KOMMbIOTEPY ANA NOCTOPOHHUX JNLY;
6. icnonb3yn BHELLWHME HOCUTENU MHJOpMaLMn, Takme Kak doneluka, gUCK
U parn n3 MHTEepHeTa, TONbKO U3 NPOBEPEHHbIX MCTOYHMKOB;
7. He oTKpbiBan KOMNbIOTEPHbIE pansibl, NOSyYEeHHbIE U3 HEeHaOeXHbIX
NCTOYHMKOB. [laxke Te drannbl, KOTopble npucrian TBOW 3HaKoMbln. Jlydie
YTOYHW Yy HEro, OTNpPaBnAn fn oH Tebe unx.

Cetn WI-FI

Wi-Fi - aTO He BUA nepefayun JaHHbIX, HE TEXHOMOMs, a BCero nuilb
OpeHg, wmapka. Ewe B 1991 rogy HuaepnaHackas  KoMMaHUS
3apeructpupoBana ©6peHg "WECA", 4yto 0003Ha4ano croBoco4veTaHue
"Wireless Fidelity", koTopbIi nepeBoanTCS Kak "becnpoBogHast TOYHOCTL".
[o Hawero BpemeHu gowna gpyras abbpesuatypa, koTopasi siBnseTcs
Takou xe TexHonornen. 3to abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObIno



OAHO C HaMeKoOM Ha cTaHZapT BbICLLUEN 3BYKOBOM TexHWKM Hi-Fi, 4yto B
nepesoe 03Ha4yaeT "BblCOKast TOYHOCTL".

[a, 6ecnnaTHbIn MHTEPHET-AOCTYN B Kade, OTensix u aspornopTax
SBNSIETCS OT/INYHOM BO3MOXHOCTbIO BbixOoga B WHTEpHeET. Ho MHormne
aKcnepTbl cuuTaloT, YTo obwenoctynHole Wi-Fi ceTn He aBnsawTcs
©e3onacHbIMN.

CoBeTbl Mo 6esonacHocTK paboTel B 0bwenoctynHblx cetax Wi-fi:

1. He nepenasan CBOKO NNYHYO MHOpMaumo Yepel obuiegoctynHble Wi-
Fi ceTn. PaboTas B HUX, )kenaTefibHO He BBOAMTb Naposnn 4OCTyna, NOrnHbI
N Kakne-To HoOMepa;
2. cnonb3ayin n 06HOBNAN aHTUBUPYCHbIE NporpaMmmbl 1 bpaHamayep. Tem
cambiM Tbl 06e3onacuilb cebsi OT 3aKkadkm BUpyca Ha TBOE YCTPONCTBO;
3. lMpn wucnonb3oBavmn Wi-Fi oTknoum yHkuuo "O0wmin goctyn K
dannam n npuHtepam"”. [laHHas PyHKLMA 3aKpbiTa NO yMOS4YaHU0, O4HAKO
HeKOTOpble Nofb30BaTENN akTUBUPYIOT ee ans yaobcrtea Ncnosib3oBaHnA B
paboTe unun y4yebe;
4. He wncnonb3yn nybonuuHbin WI-FI onsa nepefayn nWYHbIX OaHHbIX,
HanpMMmep N4 BblXxo4da B couManbHble CETU UMK B ANTIEKTPOHHYIO NMOYTY;
5. Ncnonb3yn TONbKO 3awuiieHHoe coeguHeHne 4depe3 HTTPS, a He
HTTP, T.e. npn Habope Beb-aapeca BBoAM MMEHHO "https://";
6. B MobunbHOM TenedoHe oTkmoum dyHkuuio "MNoakntodeHne k Wi-Fi
aBTOMaTUYeCKN". He pgonyckam  aBTOMaTU4ecKOro  MOAKMHYeHUs
ycTponcTsa Kk cetam Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTn

CoumarnbHble CeTM aKTUMBHO BXOOAT B HalUy XW3Hb, MHOrMe nam
paboTaloT M XMBYT TaM MOCTOSIHHO, a B Facebook yxe 3apernctpuposaH
MUNNMapg 4YeroBeKk, 4YTo SBMSIETCA OOHOWM CeabMOM BCEX KUTENeEWn
nnaHeTtbl. MHOrMe nonb3oBaTeENM He MNOHMMAKT, 4YTO WHMOopMauums,
pasMelleHHass MMM B couManbHbIX CeTAX, MOXeT OblTb HamaeHa wu
Mcnosib3oBaHa KeM yrogHo, B TOM 4ucne He obgasaTtenbHO ¢ 6narumu
HaMepPEHUSMMN.

OcHoBHble coBeTbl N0 6€30MacHOCTM B COLMaribHbIX CETSX:

1. OrpaHmyb cnucok apysen. Y Tebs B Opy3bsiX He [OO0MMKHO ObiTb
CNyYanHbIX N HE3HAKOMbIX JTHOOEN;

2. 3awmuan cBOK YacCTHYK XWU3Hb. He ykasbiBan naponu, TenedoHbl,
agpeca, [paTy TBOEro pPOXAEHUS W OPYryl JIMYHYKO UHGOPMaLMo.
30YMbILLSIEHHUKN MOTYT UCMNOSb30BaTh Aaxe MHopMauuo O TOM, Kak Tbl
N TBOW pOOUTENN NNaHNpyeTe NPOBECTU KaHUKYIIbI;

3. 3awmwan cBow penyTauuio - OEpXn ee B 4YMCTOTe WM 3adaBan cebe
BOMnpoc: xoten 6bl Tbl, 4TOObI Apyrne nonb3oBaTenu BUAENW, YTO Tbl
3arpyxaewb? logyman, npexage 4Yem 4To-TO onybnukoBaTb, HanucaTb W
3arpysuTb;

4. Ecnu Tbl roBopULLb C NIOAbMU, KOTOPbIX HE 3Haellb, He UCMNONb3yn CBOE
pearnibHOe UMS U OPYryl JINYHYI0 MHGOPMaLUN: UMA, MECTO XUTEeNbCTBa,
MeCTO y4yebbl 1 npoyee;



5. N36eran pasmelleHus poTtorpacdun B HTEpHETE, rae Thbl N300paXxKeH Ha
MECTHOCTU, MO KOTOPOM MOXHO OnpenennTb TBOe MECTOMOSNOXEHNE;
6. lNpu pernctpaumm B coumanbHOM ceTu HeobXxoauMMO UCMONb30BaTb
CNOXHble Naposim, coctosilme n3 Byks 1 LNPP 1 C KOSIMYECTBOM 3HAKOB He
MeHee 8;
7. [Ona coumanbHOWM CeTW, MOYMTbl W OpyrMx canuToB Heobxoaumo
ncnonb3oBatb pasHble naponu. Toraa ecnu Tebs B3nNomakwT, TO
3MOYMbILUSIEHHMKN MOSlydaT OOCTYN TONbKO K OQHOMY MECTY, a He BO BCe
cpaasy.

ANEeKTPOHHbIEe AeHbIn

OnNEKTPOHHbIE AEHbMM - 3TO OYeHb YAOOHbIN crnoco® nnaTexewn,
O[HAaKO CYLWECTBYHOT MOLUEHHWNKWN, KOTOPbIE XOTAT MNOSTYHYUTb 3TU OEHLIN.

ONEeKTPOHHbIE AEHbIN NOSIBUNIUCb COBCEM HE4ABHO M MMEHHO M3-3a
9TOro0 BO MHOMMX rocygapcrBax OO CUX MOP He MpOnMcaHo MpO HUX B
3aKOHax.

B Poccum e OHM (PYHKUMOHMPYIOT U O HUX Y>KE NPONUCaHo B 3aKOHE,
roe vx pasgensioT Ha HECKOSNbKO BMAOB - @HOHMMHbIE U HE aHOHUMHbIE.
PasHnua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbLIX paspeluaeTcd
npoBoamTb onepaumm 6e3 unaeHTUdMKauum nonb3oBaTtend, a B
HEeaHOHUMHbIX NOEHTUMUKaLNA NONb30BaTENS ABNAeTCa 06s3aTeNIbHOMN.

Takke cnegyet pasnuyaTb 3MEKTPOHHbIE (PuaTHble OeHbrn (paBHbl
rocyfapCTBEHHbLIM BasniTaM) U 3SIEKTPOHHble HeduaTHble AeHbrn (He
paBHbl rOCYapCTBEHHbBIM BantoTam).

OcHoBHble coBeTbl Mo 6GesonacHon paboTe C 9NEeKTPOHHbLIMU
AeHbramu:

1. MpuBskn K c4eTy MOBUNbHBIN TenedoH. OTO camblin yOoOOHbIM U
ObICTPLIA cnocob BOCCTAaHOBUTL AOCTYN K cyeTy. [NpuBasaHHbIN TenedoH
NOMOXET, ecnn 3abygellb CBOM NaTeXHbI Naposib UMK 3angellb Ha canT
C HE3HaKOMOro yCTPOUCTBA;
2. Wcnonb3yn ogHopasoBble naponu. llocne nepexoga Ha YCUITEHHYHO
aBTOopm3aumo Tebe yxe He OygeT yrpoxaTb OMAaCHOCTb KpaxXu Wnu
nepexeara nnaTexHoro napons;
3. Bbibepu cnoxHbln naponb. NpectynHukam OygeT He NpoCcTo yragaTb
CIOXHbIN Naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He
MeHee 8 3HaKOB W BKIOYAKT B cebS CTPOYHble M MPOMNUCHbIE BYKBbI,
Undpbl U HECKONbKO CWUMBOJSIOB, TakMe Kak 3HaK pgosinapa, QyHTa,
BOCKNMUAaTenNbHbIM 3HaK 1 T.n. Hanpumep, $tRONg!;;
4. He BBOOM CBOW NNYHbIE JAHHbIE HA canTaX, KOTOPbIM HE AOBEpPSELLb.
ANeKTPOHHaA noyra

OnNEeKTpoHHasA noyTa - 3TO TEXHOMOrMsA U npeaocTaBnsieMble €ro
YyCryrn no nepechbisike U MOSTYYEHUIO 3MNEKTPOHHbBIX COOOLLEHUI, KOTOpbIE
pacnpenenstoTca B KOMNbIOTEPHOWN CETM.

OB6bIYHO 9NEKTPOHHbLIN MNOYTOBLIM SAWMK BbIMMGOUT  Crieaylowmm
obpasom: uMs_Nonb3oBaTena@uma_aomMeHa. Takke Kpome nepenayu
NPOCTOro TEKCTa, UMeeTCsl BO3MOXHOCTb nepeaasaTb oansbl.



OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ ANEKTPOHHON NOYTON:
1. Hago BbIbpaTb npaBusribHbIA MOYTOBLIM cCepBUC. B UHTepHeTe ecTb
OrPOMHbIN  BbIOOPp 6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OOHAKO fydlle
O0BEPSATb TEM, KOro 3Haellb U KTO NEPBbIN B PEUTUHTE;
2. He ykasbiBaln B NMNYHOM NOYTE NNYHYO MHOpMauuo. Hanpumep, nyyiwie
BblbpaTth "My3blkanbHbIM_haHaT@" nnu "pok2013" BmecTto "Tema13";
3. Vcnonb3yn OByxaTanHyk aBTopu3aumio. JTO Korga MNOMMMO napons
HY>XHO BBOAUTb KO, npucbinaemMbii no SMS;
4. Bblbepu cnoxHbl naponib. [Ans Kaxgoro MOYTOBOro fAlnKa OOSKEH
ObITb CBOM HaAEXHbIN, YCTONYMBLIN K B3STOMY NMaporb;
5. Ecnn ecTb BO3MOXHOCTb HamnucaTb cCaMOMy CBOW JIMYHbIA BOMPOC,
NCMNOJIb3YN 3TY BO3MOXHOCTb;
6. Mcnonb3ynm HECKONbKO MOYTOBLIX SAWMKOB. [lepBbin Onsg 4acTHOW
nepenucku c agpecatamn, KOTOpbIM Tbl AOBepsiellb. JTO 3NEKTPOHHbIN
agpec He HaJo MCNonb30BaThb NPU perncTpaumm Ha gopymax n cantax;
7. He oTkpbiBan channbl 1 Opyrue BrIOXEHUA B NUCbMax, Aaxe ecriv OHU
NPULLAN OT TBOMUX ApYy3en. Jlyyle yTOUYHU Y HUX, OTNPaBnianu i oHn Tebe
3TN dhannsl,
8. locne oKoH4YaHus paboTbl Ha MOYTOBOM CepBUCE MNepen 3aKpbiTUEM
BKNagKn ¢ cantom He 3abyab HaxaTtb Ha "Beiitn'.

Knb6epoynnuHr nnu BuptyanbHoe nageBaTtesibCTBO

KnbepbynnuHr - npecnegoBaHuMe COOBLLEHUAMU, coaepXalimmm
ockopbrieHnsi, arpeccuto, 3anyrmBaHue; XynuraHcTBO; couunanbHoe
BoMKOTMPOBaAHME C MOMOLLbIO Pa3INYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnnHrom:
1. He 6pocaica B 6on. Jlyqwmin cnocob: nocoBeToBaTbCsA Kak cebsa BecTu
N, €Cnn HeT Toro, K KOMy MOXHO o0paTUTbCA, TO BHa4ane yCrnoKoOUTbCS.
Ecnun Tbl HauyHelwb OoTBeYaTb OCKOPHIEHUS MU HA OCKOPBIIEeHNS, TO TOSbKO
ewe bonbLue pasoxkellb KOHQIIUKT;
2. Ynpasnsmn cBoen knbeppenytauunen;
3. AHOHMMHOCTb B ceTn MHUMasd. CyLlecTBYHT CNOCOObl BbISCHUTb, KTO
CTOUT 32 aHOHUMHbIM aKKayHTOM;
4. He ctouT BeCTU XynuraHckum obpa3 BMpPTyanbHOW XWU3HWU. WHTepHeT
doukcmpyeT BCce TBOM AENCTBUS U COXpaHAET ux. Yoanutb ux byaet kpanHe
3aTpYyAHUTENBHO;
5. Cobnitogan cBo BUPTYarnbHY YeCTb CMOMoAy;
6. WrHopupyn eguHunyHbin HeratmB. OpgHopasoBble OCKOPOUTENbHbIE
coobueHuns nydwe urHopupoBaTb. OBbIMHO arpeccust npekpawaeTca Ha
Ha4vanbHOW CTaguUM;
7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHUSIMI, B
coumarnbHbIX CETSX €CTb BO3MOXHOCTb BMOKMPOBKM OTNPaBKM COOBLLEHNN
C onpeperieHHbIX aapecos;
8. Ecnn Tbl cBugetenb kubepbynnuHra. TBOM [OEUCTBUSA: BbICTYNUTb
NpPOTUB npecnegoBaTens, nokasatb eMmy, 4YTO ero encTBUS OLeHUBaKTCA



HeraTMBHO, noadepXaTb XEPTBY, KOTOPOM HyXHA Mncuxorormyeckas
NMOMOLLb, COOBLLMTEL B3POCHbIM O hakTe arpecCuUBHOrO NoBeLeHNs B CETH.
MoGunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI 1 NMaHWeTbl cogepxaT B cebe BnosiHe
B3pOCSbIh  (PYHKUMOHAN, W Tenepb OHUM MOFYT KOHKypuMpoBaTb CO
CTauMOHapHbIMK  KoMmnbloTepamn. OpgHako, CpeacTB  3awuTbl  ANS
NnogoBHbLIX YCTPOMCTB MOKa O4YeHb Maro. TecTupoBaHME W TMOUCK
YA3BMMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak ansa K, To xe
camoe KacaeTcsl U MOBUMbHbBIX NPUNOXEHWUA.

CoBpemMeHHble MObGuIbHble Gpay3epbl yXe npakTU4Yecku AorHanm
HacCTONMbHbIE aHamnorn, OAHaKO pacluMpeHue ¢yHKUMOHaNna BreYeT 3a
cobor 60MbLUYI0 CITIOXKHOCTb U MEHbLLYH 3aLULLEHHOCTb.

[aneko He Bce npousBOAUTENM  BbiNycKaldT  OBHOBMEHMS,
3aKpblBaloLWME KPpUTUYECKNE YS3BUMOCTU A1 CBOUX YCTPOWUCTB.

OcHoBHble coBeTbl Ana 6e3onacHoCTM MOBUIIbHOro TenedoHa:
Hunyero He 4gBnseTca no-Hactodwemy 6ecnnatHbiM. Byaob OCTOPOXEH,
BeOb Korga Tebe npegnaratoT GecnnaTHbI KOHTEHT, B HEM MOryT ObiTb
CKPbITbl Kakne-To nnaTHbIE YCNYru;

Adyman, npexge yem otnpasute SMS, poTo nnu Bnaeo. Tobl TOYHO 3HaAELLb,
roe oHu 6yayT B KOHEYHOM ntore?
Heobxoanmo obHOBMATL ONEPaLMOHHYH0 CUCTEMY TBOErO CMapTOHa;
Mcnonb3yn aHTUBUPYCHbIE NporpaMmbl Ans MOBGUITbHbIX TeNedOHOB;
He 3arpyxan npunoXxeHmsa OoT HEU3BECTHONO MCTOYHWKA, BeAb OHW MOryT
coaepxaTb BpeAoHOCHOE nNporpamMmmMmHoe obecneveHue;
[Mocne TOro kak Thbl BbIMAELWb C canTa, rae BBOAWI JIMYHYIO MHopMaLmio,
3anan B HacTpownkn bpaysepa n yaanu cookies;
[Mepuognyeckn npoBepsan, Kakme nraTHble YCryr akTMBMPOBaHbI HA TBOEM
HOMepeE,;
[aBan cBo HOMep MOOWUIIBHOro TenedoHa TOMbKO MASM, KOTOPbIX Tbl
3Haelb 1 KoMy JoBepsieLlb;
Bluetooth gormkeH 6bITb BbIKIMOYEH, KOrda Tbl UM He nonb3yeuwbes. He
3abbiBan MHorga NpoBepsiTb 3TO.

Online urpbl

CoBpeMeHHble OHMaWH-Urpbl - 3TO Kpaco4Hble, 3axBaTblBalOLLME
pasBrieyeHunsi, o0beanHsaLWMe COTHU ThICAY YEerioBEK MO BCEMY MUPY.
Nrpokn wuccnegyloT pfaHHbiA UM Mup, obuwarTcsa apyr € Apyrom,
BbIMNOMHAIT 3a4aHusl, CpaxarwTcs C MOHCTpaMu M nony4arT onbiT. 3a
yAOBOJSIbCTBME OHUW MNATAT: MNOKyNakT AUCK, onnadnBatoT aboHEMEHT unu
npuobpeTaroT Kakme-To Onunmn.

Bce atn cpeactea MayT Ha nogaepXXaHue u pasBuTUE UMPbl, a Takke
Ha camy 6e30MacHOCTb. COBEPLUEHCTBYHOTCS CUCTEMbI aBTopu3auumu,
BbIMyCKalOTCA HOBble naTtyM (UMGpPOBbIE 3annaTku Ans nporpamMm),
3aKpbIBaAOTCA YSA3BMMOCTU CEPBEPOB.



B nogoBHbIX urpax cTouT onacatbCsa He CTOSIbKO CBOMX COMEPHUKOB,
CKONMbKO KpaXku TBOEro naposfis, Ha KOTOPOM OCHOBaHa cucTema
aBTOpM3aLmn BonNbLUMHCTBA UTP.

OcHoBHbIe coBeTbl N0 6e30NacHOCTMN TBOEro UMPOBOIO akKayHTa:

1. Ecnu gpyron nrpok BegeT cebsi nnoxo unm co3gaet tebe HeENpUATHOCTY,
3absI0KMpyKn €ro B CNNCKe NUrPOKOB;
2. lMoxanynca agmMuHMUCTpaTopam WUrpbl Ha Mfoxoe MnoBedeHne 3Toro
Urpoka, >enaTtefibHO TMPUIIOXKUTb KakuMe-TO [JoKasaTenbCTBa B Buae
CKPUWHOB;
3. He ykasbiBan NuyHyo MHopmaLmo B npodansie nrpsbl;
4. YBaxan opyrux y4aCTHUKOB MO Urpe;
5. He yctaHaBnuBam HeodmumanbHblie NaTtym N Moabl;
6. Alcnonb3yn CrioXHble N pasHble Naponu;
7. [axe BO BpeMda WUrpbl He CTOUT OTKM4YaTb aHTmBupyc. [loka Tol
urpaeLlb, TBOW KOMMbIOTEP MOTrYT 3apasunTb.

PULLMHI UMK KpaXa JINYHbIX AAaHHbIX

Ob6blYHOM KpaXken OeHer WU OOKYMEHTOB CerogHsli yXXe HUKOro He
yOMBULLb, HO C pPasBUTUEM WHTEPHET-TEXHOMOMMW 3MOYMbILLEHHWKN
nepemMecTunnucb B WHTEPHET, U MNpoaosikalT 3aHMMaTbesa "nobumbim”
OEenom.

Tak nodBuriacb HOBasA Yrpos3a: WHTEPHET-MOLEHHMYecTBa W
JOMLLNHT, rnaBHas uenb  KOTOPOro  COCTOMT B MOJSIyMEHUU
KOHmnaeHumanbHbIX AaHHbIX MoSfib3oBaTenen - NormHoB M naponen. Ha
aHrnunckoM asblike phishing yntaetca kak duwmHr (o1 fishing - pbibHas
noens, password - napon.).

OcHoBHble coBeTbl No bopbbe ¢ PULLMHIOM:

1. Cneamn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa
Oblna B3nomMaHa, TO Heobxogumo 3abnokupoBaTb e€e U CcoobWUTL
afMUHUCTpaTopam pecypca 06 9TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Be6-canTbl, B TOM YUCNE, MHTEPHET-MarasmHoB
N MOUCKOBbLIX CUCTEM;

3. Vicnonb3yn crioxkHble U pasHble naponu. Takmm obpasom, ecnn Tebs
B3510Mal0T, TO 3/I0YMbILUIIEHHUKKM MOSTydaT JOCTYN TOSIbKO K OAHOMY TBOEMY
npocunto B CETN, a HE KO BCEM,;

4. Ecnu Tebs Banomanu, To HeobxoauMmo npenynpeauTtb BCEX CBOMX
3HaKoMbIX, KoTopble OobaBneHbl y Tebs B Opy3bsiXx, O TOM, 4YTO Tebs
B3NloManu u, BO3MOXHO, OT TBOEro MMeHu ByaeT paccbinatbCsa cnam U
CCbINIKM Ha OULLIMHIOBbIE CaWNTbl;

5. YcTaHoBu HagexHbIn naponb (PIN) Ha MOBUMBHLIN TENEedOH;

6. OTKNIoYM coxpaHeHune napons B bpaysepe;

7. He oTkpbiBan pavnbl 1 Opyrve BrOXeHUS B NUCbMax, aXe eCrin OHU
NpULAN OT TBOMX ApYy3en. Jlydwe yTOUYHU Y HUX, OTNPaBianu i OHKU Tebe
9TK paunnsol.

LudpoBas penyrauus



LindopoBass penytauusi - 9TO HeraTMBHasi WM MO3UTUBHaS
UHopMauua B ceTm o Tebe. KomnpomeTtumpyowas WHGpopmaums,
pas3MmelleHHas B UHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTpasuTbCH Ha
TBOeW peanbHoW Xu3Hu. "LndpoBas penytauma” - 31O TBOWM UMUOX,
KOTopbIi hopmMunpyeTcs n3 nHpopmMmauum o Tebe B UHTEPHETE.

TBoe MecTO XutenbcTtBa, y4ebbl, TBoe (PMHAHCOBOE MOSIOXEHME,
0COBEHHOCTN XapakTepa 1 pacckasbl 0 61IM3KNX - BCE 3TO HaKansMBaeTcs B
ceTu.

MHorme noapoCTKM TErkOMbICNIEHHO OTHOCATCA K nybnukauum
NUYHOM  uMH(popmauum B WHTepHeTe, He nMOHUMAas  BO3MOXHbIX
nocrnencTeun. Tl JaXke HE CMOXeLb AoragaTbCd O TOM, 4YTo poTorpadums,
pasmelleHHas 5 neT Haszad, cTana NpPUMYMHOW OTKasa MpUHATL Tebs Ha
paborTy.

KommeHTapun, pasmelleHne TBomx ootorpadum n gpyrme encrsus
MOryT HE UCYE3HYTb JaXe Mocre Toro, Kak Tbl UX yaanuib. Tbl HE 3Haellb,
KTO COXpaHun 3Ty MHgopMaumto, nonasna fim oHa B NOUCKOBbIE CUCTEMbI U
coxpaHunacb N OHa, a rfnaBHoEe: 4YTO nogymarT O Tebe okpyxatoLine
noauv, Kotopble Havayt M yBUOAT 3T0. Hanmtm mvHdopmauuto MHoro net
CnycTa CMOXET Nobon - Kak U3 obpbIx NOdyXaeHW, Tak U C HAMEPEHMNEM
NPUYNHUTL Bpen. ITO MOXET ObITb KTO YrogHo.

OcHoBHbIe cOBETbI MO 3aLmTe LMpPOoBOK penyTauunm:

1. MNMopyman, npexge 4yem 4To-TO NybnmMkoBaTb M nepefasaTb y cebs B
6nore unu B coumanbHOM CETU;
2. B HacTponkax npocuns yCcTaHOBM OrpaHuYeHusi Ha NpoOCMOTpP TBOEro
npodounsa 1 ero coaepXXuMoro, caenamn ero Tonbko "gna gpysen';
3. He pa3mewian n He ykasbiBan MHpopMaLnio, KOTopas MOXET KOro-rmbo
ockopbnAaTb unn obuxaTs.

ABTOpCKOe npaBo

CoBpeMEHHbIE LUKOMNBbHUKN - aKTUBHbIE MNOfb30oBaTeNn LUGPOBOro
npocTtpaHcTBa. OAHaKO ganeko He BCe 3HaloT, YTO MOSIb30BaHNE MHOMMMU
BO3MOXHOCTSAMW  LMdpoBOro mupa TpebyeT cobnogeHMss npaB  Ha
WUHTENEeKTyanbHyt0 COBCTBEHHOCTb.

TepMnH  "WHTennektyanbHast  COBCTBEHHOCTB"  OTHOCUTCA K
pPasfnMYHbIM  TBOPEHUAM  YENOBEYEeCKOro yma, HayMHaad C  HOBbIX
n3obpeteHnin n 3HakoB, 0B603Ha4valoLWMX COBCTBEHHOCTb Ha MPOAYKTbI U
yCryru, W 3akaHunmBasi KHuramu, doTtorpapmnamm, KAHOUNbMaMU U
MYy3blKasibHbIMW MPON3BELEHNAMN.

ABTOpCKME npaBa - 3TO NpaBa Ha MHTENNEeKTyanbHyt0 COOCTBEHHOCTb
Ha NpPOu3BELEHUS HayKW, NuTepaTypbl U UCKyccTBa. ABTOpPCKME rMpasa
BbICTyNawT B KadecTBe rapaHTum TOro, 4yTO
WMHTENNEKTyanbHbIN/TBOPYECKNU TPpyad aBTopa He ByaeT HanpacHbiM, AacT
eMy CcnpaBeanuBble BO3MOXHOCTW 3apaboTaTb Ha pesynbTatax CBOEero
Tpyda, MOny4nMTb M3BECTHOCTb W NpudHaHme. Hukto 6e3 paspelueHus
aBTOpa He MOXeT BOCMPOU3BOAUTbL €ro npousBefeHune, pacnpoCTpaHAThb,
nyénMyHO AeMOHCTpupoBaTb, npogaBaTtb, MMMOPTUPOBATb, MyckaTb B



npokaTt, MNyGAMYHO MWCNOMHATb, MNOKa3biBaTb/UCNOMHATL B 3dupe unm
pa3mMellaTb B VIHTepHeTe.

Mcnonb3oBaHue "nMmMpartckoro” nporpamMMHOro obecrneyvyeHusi MoxeT
NPUBECTU K MHOIMMM pUCKaM: OT MOTEpPWU AaHHbIX K TBOMM akkayHTam [0
ONOKMPOBKM  TBOEr0 YCTPOWCTBA, T[Ade YCTaHOBMEHa HeneranbHas
nporpamma. He cTtouT Takke 3abbiBaTb, YTO CYLLUECTBYHOT ferasnbHble U
BecnnaTHble NporpaMmbl, KOTOPbIE MOXHO HAWUTU B CETW.

O nopTrane

CeTeBMYOK.p - TBOW rMaBHbIN COBETYMNK B CETU. 30€Cb Thl MOXELLb
y3HaTb O 6€e30MacHOCTM B CETU MOHATHbIM M OOCTYMHbIM S3bIKOM, a MNpu
BO3HMKHOBEHUN KPUTUYECKOWN CUTyauum obpaTtutbCs 3a coBeTOM. A Takke
NPUHATL Y4acTue B KOHKypcax U ctaTb CaMbiM LUPPOBbLIM rpaxgaHnHoOM!



